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The AI Revolution
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Generative AI technology is here

Time to 100m Users

Smart Phones Internet Instagram TikTok ChatGPT

And can help to:

Unleash 
Creativity

Unlock 
Productivity

Uplevel 
Skills
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80%+ 78%

Data security and 
privacy Shadow AI

65% 2026/7

New Vulnerabilities and 
Threats

Non-Compliance

of leaders cited
leakage of sensitive 
data as their main 

concern

of AI users are 
bringing their own AI 

(BYOAI)
to work

of organisations worry 
about AI bias and 

ethical concerns and 
are somewhat 

concerned about 
indirect prompt 
injection attacks

At least one global 
company will see its AI 
deployment banned 

by a regulator for non-
compliance with AI 

governance legislation

1 2 3 4

But there are associated risks

1.  First Annual Generative AI study: Business Rewards vs. Security Risks, , Q3 2023, ISMG, N=400
2.  2024 Work Trend Index Annual Report, Microsoft and LinkedIn, May 2024, N=31,000.
3.  Gartner®, Gartner Peer Community Poll 
4. Gartner Security Leaders Guide to Data Security, Sep 2023 
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Copilot is the UI for AI

Copilot Copilot Studio

Copilot Control System

Agents
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Copilot Security 
Fundamentals

7



Microsoft 365 
Copilot is built on 

trust

Microsoft commitments & controls
Whatever your business goals, trust is foundational

We secure your data 
at rest and in transit

You control your 
data

Your data is not used to 
train or enrich 

foundation models

You’re protected 
against AI security and 

copyright risks
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Shared Responsibility of security for AI

Privacy & Compliance .
Compliance with Microsoft’s 
existing privacy, security, and 
compliance commitments to M365 
commercial customers, including 
the General Data Protection 
Regulation (GDPR) and European 
Union (EU) Data Boundary

Service Boundary.
Prompts, responses, and data 
accessed through Microsoft 
Graph are not used to train 
foundation LLMs, including those 
used by Copilot for Microsoft 365

Access to AI apps

Setup access control policy, 
leveraging identity and 
access management 
systems

Protect & Govern Data

Apply data security and 
compliance controls on 
data in AI interactions

User Accountability
Implement and operate 
organisation-wide AI 
awareness and security 
training

Shared 
Responsibility
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Manage 
overprivileged and 

risky users

Mitigate
device risk

Prevent over-
exposure of data

Discover and 
control the use of 

AI apps

4321

Copilot for Microsoft 365
Inherits your security, compliance, and privacy policies

Microsoft Entra ID Microsoft Intune Microsoft Purview Microsoft Defender 
for Cloud Apps
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Baseline

Multi-factor authentication

Audit Logging

Conditional access

Manual sensitivity labels

Data loss prevention policies

Advanced SharePoint site-wide 
access controls & reports

Unified endpoint management

Risk-based Conditional access

Automatically apply sensitivity 
labels

Automatically remove inactive 
content

Prevent data leak on devices

Detect non-compliant usage

Core Best-in-class

Secure and govern Copilot with Microsoft Security

Copilot for Microsoft 365
+ Office 365 E3

Copilot for Microsoft 365
+ Microsoft 365 E3

+ SharePoint Advanced MGMT

Copilot for Microsoft 365
+ Microsoft 365 E5

+ SharePoint Advanced MGMT
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Preparing for Copilot
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Pre-deployment readiness
• Establishing governance policies:

⚬ Acceptable Use Policy: Define clear rules for employees on how to use Copilot responsibly and 
ethically.

⚬ Data Sharing Guidelines: Create policies for when and how sensitive data can be used in Copilot 
prompts and responses.

⚬ Audit and Monitoring: Explain the importance of auditing Copilot interactions to detect 
suspicious or inappropriate usage.
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Evolution from chat to action
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Chat Interfaces

There is a critical transition taking place

AI Agents

• Excel at suggesting what 
humans should do

• Agents act. They can perform 
actions, click on things, write 
things, & delete things

• Human employees may arrive 
with discretion & the fear of 
being fired

• AI agents possess neither 
quality

The biggest challenges in Agent governance is not just technical, they’re cultural



By addressing these risks, organisations can ensure that information is shared appropriately and securely

If oversharing risks aren’t addressed, they could lead to

Principle of “least privilege”
Copilot’s ability to leverage information available to employees has raised concerns for 
organisations about overshared permissions

Access to information 
beyond what the user 

needs for their role

Inappropriate sharing of 
content 

Out of date or irrelevant 
responses
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Common causes of oversharing

Broken permission inheritance

Sites and files without 
sensitivity labels

Default sharing option is everyone Site privacy set to public

Use of “everyone except external 
users” domain group
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SharePoint Advanced Management
• SharePoint Advanced Management (SAM) is an essential add-on for M365:

⚬ Equips IT admins with a suite of tools to bolster content governance
⚬ Helps organisations prepare for the Copilot journey

Manage content 
sprawl

Governing ever-
increasing digital 

content is important 
for every SharePoint 

admin

Prevent
oversharing

Lack of built-in tools to 
identify oversharing and 

broken content 
inheritance put the 

content at risk, 
especially in the AI era

Control Copilot 
access to content
Existing tools take too 

long to act. Capabilities 
that can take actions 
near real time will be 
important to control 

content that Copilot can 
access and disseminate

Manage content 
lifecycle

Lack of advanced 
management tools to 
continuously monitor 

and govern 
inactive/active 

SharePoint sites make it 
hard to meet various 
access and regulatory 

requirements

17



Content access management dashboard
• A new SharePoint CMA dashboard is rolling out in October through November 2025
• Key features will include:

⚬ Centralised dashboard: Consolidates multiple governance reports into a single actionable 
interface

⚬ Site health evaluation: Assess permissions, inactive content, & potential oversharing risks
⚬ Lifecycle readiness: Helps evaluate content readiness and lifecycle compliance, aiding in 

better retention and archival decisions
⚬ Automated governance: Automates manual governance tasks, saving time and reducing 

human error
⚬ Copilot preparation: Surface key issues in permissions and lifecycle to better prepare 

SharePoint environments for Copilot integration
⚬ Improved UI: User-friendly interface with improved navigation, categorised issues, and in-

tool tips for better insight and management
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Microsoft 
Purview
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Microsoft Purview
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Data Security

Risk & Compliance

Data Governance

• Information Barriers
• Information Protection
• Data Loss Prevention
• Insider Risk Management
• Privileged Access Management

• Compliance Manager
• DSPM for AI
• Communication Compliance
• Data Lifecycle Management
• Records Management
• Audit & eDiscovery
• Privacy Management (Priva)

• Data Catalogue
• Data Estate Insights
• Data Map
• Data Policy
• Data Sharing
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• ISO 27018
• SOC 1&2
• HIPAA
• GDPR
• FedRAMP
• NIST

• EU AI Act
• NIST AI RMF
• ISO/IEC 42001
• ISO/IEC 23894

• Many more…



A complete solution to secure and govern Copilot

Microsoft 365 Copilot

Microsoft Purview

Supports your lifecycle 
policies and audit 

requirements

Honors your existing 
permissions

Detect and investigate 
non-compliant and 

unethical usage

Protects against data loss 
and insider risk

Guided assistance to 
remain compliant with AI 

regulations

Assess oversharing risks 
and apply recommended 

corrections

Secure Govern
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Information Protection & Governance

22

Know 
Your 
Data

Know 
Your 
Data

Protect 
Your 
Data

Protect 
Your 
Data

Prevent 
Data 
Loss

Prevent 
Data 
Loss

Govern 
Your 
Data

Govern 
Your 
Data

Discover Classify

Unified Approach

Apply Policy

Monitor

Protection:
 Watermark
 Restrict access
 Encryption
 Prevent data loss

Governance:
 Archiving
 Retention & disposition
 Records management
 Disposition reviews

 Sensitive information discovery
 Content explorer
 Activity explorer

 Audit trails
 Proof of disposal



Sensitive information comes in many forms
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Classifiers

300+ out of the box info 
types like Credit card, 
Passport Numbers, etc.
Clone, edit, or create
your own
Supports regex, keywords, 
and dictionaries

300+ out of the box info 
types like Credit card, 
Passport Numbers, etc.
Clone, edit, or create
your own
Supports regex, keywords, 
and dictionaries

Sensitive 
info types

50+ entities covering 
person name, medical 
terms, and drug names
Best used in combination 
with other sensitive
info types

50+ entities covering 
person name, medical 
terms, and drug names
Best used in combination 
with other sensitive
info types

Named 
entities

23+ pre-trained
ready-to-use trainable 
classifiers
More in product preview
Create your own classifier 
based on business data

23+ pre-trained
ready-to-use trainable 
classifiers
More in product preview
Create your own classifier 
based on business data

Trainable 
classifiers

42+ SITs for digital 
authentication
credential types
Use in auto-labelling and 
DLP policies to detect 
sensitive credentials in files

42+ SITs for digital 
authentication
credential types
Use in auto-labelling and 
DLP policies to detect 
sensitive credentials in files

Credentials 
SITs

In
te
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Business intellectual property
Business plans, product designs, confidential projects

Employee or customer information
HR Information, resumés, employment records, salary information

Highly confidential information
Mergers and Acquisition, workforce reduction

Geographical requirements
GDPR (Europe), CCPA (US: California)

Industry requirements
PCI-DSS, HIPAA

Regulatory requirements
GLBA(US), PIOCP (UK), DPA (France)



Information Protection & Classification
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• For many organisations, information must be classified (labelled) in some way
• Once classified, it can be protected based on the classification
• Microsoft Purview provides both classification and built-in protection mechanisms



Copilot respects configured protections
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Creating new content from or summaries of protected content is respected by Copilot



Data loss prevention
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Prevent unauthorised use of data across apps, services, and devices

Prevent sensitive data from 
being pasted into consumer AI 
apps



Data Security Posture Management for AI
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• DSPM for AI can help protect AI models, data, and applications from various threats
• It provides visibility into AI systems, identifying sensitive data and monitoring its usage
• Two common scenarios for DSPM for AI:

⚬ Shadow AI: DSPM can provide insights and analytics into the usage of third-party public 
generative AI applications

⚬ Copilot Interactions: DSPM will offer insights into usage, data sensitivity, and related 
security risks



Insider Risk solutions
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Organisations face a broad range of risks from insiders

Images for illustrative purposes only. Actual user experience may differ.

A user performs a series of risky 
actions

Actions deviate from usual pattern 
of  behaviour
• Has a series of risky interactions 

via Copilot
• Downloads 100s of files containing 

sensitive data

Identifies the sequence of 
events as a risky pattern

Time

Ri
sk
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ity

Uses AI for risk analysis

Automatically adds the user to 
more strict security policies

Block actions until investigated
• Can’t access content in sensitive 

sites
• Prevent sharing or downloading 

content
• Block from deleting content



Investigate for compliance & ethical violations
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Copyright violation
Insider trading

Corporate sabotage
Regulatory collusion

And more

Receive an alert if a possible 
compliance or ethical violation 

occurs and start an investigation

Perform an admin search for 
litigation or an investigation and 

include Copilot generated content

EU AI Act
NIST AI Risk Management 

Framework
ISO standards 42001 and 

23894

Assess and track adherence to 
regulatory frameworks with 

Compliance Manager



Communication compliance
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Communication Compliance detects non-compliant content in Copilot interactions



Data quality & hygiene
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Copilot performance & security are directly tied to the quality & structure of the data it can access

What we hear

Organisations reaching—and exceeding—storage limits

Unexpected data overage fees

No strategy to manage data footprint and mitigate growth

Retention and disposal requirements are not being appropriately met

Employees are wasting time searching for relevant information

1

2

3

4
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Data governance
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• In the digital age, data is often referred to as the new oil or currency
• However, improper management of data can lead to digital clutter and increased costs
• Address data hoarding by implementing retention, disposition, and archiving policies
• Especially relevant in the age of generative AI where access to outdated information::

⚬ Can lead to productivity loss
⚬ Potentially missed opportunities
⚬ Risk of poor or incorrect decisions

Some organisations are using version history 
and retention in place of a backup/archival 
strategy

We should also consider our regulatory 
requirements for retaining content. Where 
should it go if not retained in M365? 



Building a data protection strategy
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• Implementing a data protection solution is a journey
• A core set of capabilities enables you to have better visibility over the data

⚬ Data classification to assist with discovery
⚬ Information protection to assist with labelling of sensitive data
⚬ Data loss prevention to control the use of sensitive data

• Build your capability over time – the appetite to start again will be low if you get it wrong

Time

Ca
pa

bi
lit

y

Data
Classification

Information
Protection

Data Loss
Prevention

Insider Risk
Management

Data
Lifecycle

Management
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Contact Us

Website : www.generation-e.co

Email: sales@generation-e.com.au

Contact us: www.generation-e.co/contact

The deck and recording will be available after this session on our website

Generation-e | Webinars



Thank you
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