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Most Targeted Sectors

Most-targeted sectors by nation-state actors i
@ Ian =
= B. Research and academia 14
l C. Government 12
= D. Think tanks/NGOs '

N
_ I E. Consumer retail d
- F. Manufacturing 6

. Transportation
H. Communications
I. Finance

J. Health

I K. Defense
5 10 15 20 25

Percentage of total L. Energy
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Source: Microsoft Threat Intelligence national-state notification data
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NFP Sector (AU/NZ) Digital Technology Report

CYBER SECURITY PROCESSES IMPLEMENTED BY ORGANISATIONS

.....................................................................................................................................................................................................

Timely processes for software 29% 46 25%
security updates . -
Implemented MFA for all sensitive -
internet-facing information systems S s ok
Aware of the systems in use_ond 41% 437 17%
their cyber security risk profiles

Conduct periodic user access reviews | 36% 36% 28%
Effective processes to manage -
information security-related risks I ok ok
Cyber security policy in place 33% 30% 37%

Regularly conc?u.ct cyber security 19% 33% 47%

awareness training

Plan to improve cyber security 23% 29% 48"

protections documented . -

O
o
o
@
8

Agree . Partially agree
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Not-for-profits are especially vulnerable to security threats

Cyberattacks are

becoming more

sophisticated

61% of not-for-profit
expressed concerns that
there was an increase
in cybersecurity risk
from 2023 to 2024".

Attacks like
ransomware are
increasingly targeted

Not-for-profit
organisations are the
fourth most common
targets of nation-state

actors detected by
Microsoft?.

Attack surface is
expanding due to
remote work

39% of employees
admitted to using
less-thorough security
practices at home
comparedtoin
the offices.

4

Security tooling is
costly, inefficient,
and complex

59% of large humanitarian
organisations believe their
cybersecurity practices
are underfunded’.

1. 2024 State of Humanitarian and Development Cybersecurity Report | NetHope, 2. Microsoft Digital Defense Report (2024), 3. Why remote working leaves us vulnerable to cyber-attacks — BBC News (2021)
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Microsoft Digital Defence Report

The evolving threat landscape

600 million identity Blurred lines between 2.75x increase in Ingenuity and

attacks per day nation-state threat human-operated scalability of fraud

actor activity and ransomware-linked tactics surging

cybercrime encounters globally
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Managing the Modern Environment

Modern endpoint management powered by the Microsoft Cloud

Unified endpoint management Defend with Al security ¥ Microsoft Intune N

// i

Microsoft Intune Intune Suite . . . Cloud and co-managed
® Cross-platform endpoint ® Remote Help Microsoft Security Copilot / ==
management ® Endpoint Privilege Management * Detect hidden patterns
® Endpoint security built in (EPM) * Hardendefences Qﬁ—ﬁ
® Mobile app management (MAM) * Advanced Analytics * Incidentresponse - N i0s
¢ Device compliance ® Enterprise App Management * Threat hunting Corporately l [ Unenrolled
* Endpoint analytics ® Cloud Public Key Infrastructure * Security reporting ouned S B
® Shared device management (PKI) ', PRI

® Tunnel for MAM

endpoint management A
\ A‘Q/

Integration with Security Copilot

Simplicity | Security | Satisfaction

Built on the integrated value of the Microsoft Cloud

Help organisations enable their users to be productive on the devices they love while helping ensure corporate assets are secure
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Device Life Cycle Management

Enroll @ Configure

v Provide specific enrolment methods for v" Deploy certificates, email, VPN, and Wi-Fi profiles
i0S/iPadOS, Android, Windows, and macOS Deploy device security policy settings

v Provide a self-service Company Portal for users Install mandatory apps
to enrol BYOD devices

v" Deliver custom terms and conditions Q/ 9

at enrolment

Deploy device restriction policies

AN N NN

Deploy device feature settings

\

v’ Zero-touch provisioning with automated ‘
enrolment options for corporate devices

-0

v" Revoke access to corporate resources v’ Restrict access to corporate resources if

v" Perform selective wipe policies are violated (e.g., jailbroken device)
v" Audit lost and stolen devices v Protect corporate data by restricting actions
v Retire device such as copy/cut/paste/save outside of

v" Provide Remote Assistance managed app ecosystem

v/ Report on device and app compliance
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Intune Integrations

Combining best-in-class productivity with advanced security

Microsoft Solutions seamless integration Microsoft 365 Apps baked experience
V\ulti-platfor,,7 .
Microsoft 365
‘ Microsoft Microsoft
Defender « Purview * G u & EE
==
Microsoft Outlook Word Excel PowerPoint  Windows 11
Teams
Microsoft
-1 Microsoft q J Microsoft
G ) Security . Productivity Suite
Sentinel Priva
MAM-powered privacy Entra ID based remote Windows endpoint
6’@ R e& and protection via Edge assistance security
ity & Manage™
‘ Microsoft @ Microsoft Azure-hosted app Custom Graph APl app Prioritised anomaly
Entra N Intune Suite content security update distribution detection

v v ]

Windows 365
Cloud PC
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Roadmap to cloud-native endpoints

Identity and access, device and app management, Zero Trust

3 i e
_

& |dentity and access ,t‘ Cloud files and services q Modern devices

O 2

el Endpoint security

Endpoint servicing Device management

10 O

m’ﬁ " Virtualized endpoints Microsoft-managed devices @ Zero Trust IEES
Endpoints Infrastructure

Data Network




Intune Key Callouts

Ensuring that customers remain secure and productive without any interruptions.

* Automated Deployment of Windows Updates )
*Simplifies Hot patch opt-in.
+ Automated Installation of Approved Drivers g ——
AULSEELEUE < Manage Client Broker ) g
: -
\ ; Windows Upd
*Check for Issues and then remediate them |i=== o T =
Sl *Open-Source Application Patching o= T
Scripts ) _— '

*Access policies allow you to control which tasks and actions need approval along with
the specific approval groups

Access
policies

Hot patches deliver Patch Tuesday security fixes instantly, no reboot required.
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Windows Hello + Passwordless

Use Windows Hello for Business

to provide phishing-resistant, multi factor
authentication with a great user experience. Use Windows Hello with your

account

& Meets MFA requirements

@& Meets phishing resistant requirements o

& Great user experience with o000 J
unlock using PIN or biometrics

& Seamless set up flow

aka.ms/whfb
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Security Copilot Overview

Advanced Threat Detection

Al-driven analysis identifies and prioritises security threats, enabling faster detection and
proactive defence across systems.

*

The system automates response workflows to security incidents, reducing human error
and accelerating threat containment.

Integrated Security Insights

Real-time insights and seamless integration with security tools empower teams to improve
protection and operational efficiency.
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Copilot Security for Endpoint Use Cases

Al-Driven Device Isolation Automated Incident
Reporting
Copilot quickly contains

compromised devices by Incident reports are
recommending automated generated automatically for
isolation actions, limiting executives and auditors,
threat spread and damage improving compliance,
across the network. communication, and

response efficiency.

mgeneration-€

Bm Microsoft 365

Proactive Threat Detection

Remediation Suggestions
Copilot uses natural- The system identifies
language hunting to unprotected or non-
proactively detect compliant devices and
suspicious behaviours and offers automated
potential threats on suggestions to fix security
endpoints. weaknesses, strengthening

endpoint defences.




Q&A
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Contact Us

0 Visit us at - Generation-e | A Leading Provider of Microsoft-
Centric Solutions

e Learn how Zero Trust security protects nonprofit data both
within and beyond your network.

Explore Microsoft’s security program for nonprofits today. Contact us
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